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Abstract

Today, it is necessary that effective encryption and decryption be utilized when transmitting data via
the internet from one point to another in order to guard against unauthorized access. Image
cryptography is a particular type of encryption technique that uses a key value to encrypt and decrypt
the original message by hiding data within an image. There are very few algorithms, which makes
computing complex, and it is challenging to crack a code to discover the original message. In this
paper, the modified RSA encryption technique is used to transmit the image to the intended receiver
with the highest level of confidentiality and secrecy. The modified RSA cryptosystem has been applied
to both grey and color images using MATLAB software. Because of the complexity of factoring
problem that converts positive integer into a product of two primes. Moreover, decrypting any
encrypted images necessitates calculating a huge integer made up of the product of numerous large
primes. The proposed technique was applied to encrypt images as the number of primes increases,
which is more secure than the original RSA cryptosystem. The results shows that, using the modified
RSA cryptosystem is more resistant to any attacks in the transmission of images in all agencies in the
information technology era.
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Introduction

The importance of digital imagery in multimedia
technologies makes it even more crucial to protect user
privacy. It is crucial to encrypt the image in order to
safeguard the user's security and privacy and prevent illegal
access. Several industries, including Internet
communications, multimedia systems, medical imaging,
telemedicine ,and military communications, use picture and
video encryption. Through the Internet and wireless
networks, which make advantage of the quickly evolving
multimedia and network technologies, color images are
transmitted and stored in vast amounts. Security benefits of
cryptography, and Shannon mathematicians and scientists
have fought on this front since 1949. AES, DES, RSA,
IDEA, and other cryptographic methods are now available
[3]. The RSA cryptosystem was created by Rivest, Shamir,
and Adleman in 1978 [3]. Since factoring n takes millions
of years, it is a mathematical conjecture that the security of
the modulo n into two huge prime integers determines the
security of the RSA cryptosystem. However, since images
are highly clear and visible, it is crucial and necessary to
encrypt them in a way that renders them invisible before
they are shared between individuals. To encrypt an image,
Chandel and Patel in [1] split a color image into parts, then
applied the RSA encryption technique to the split data. The
intended recipient will then use a corresponding private key
to perform the reversed procedure to decode and join all of
the split data. They also used two critical security measures,
one for data splitting and the other for encryption. Urbana
Ivy, on the other hand, altered the RSA cryptosystem based
on 'n' prime numbers in [2] B.Persis to boost its security, but
he did not use it for image encryption. So, in this paper, we
suggest a tweak to the RSA cryptosystem that encrypts both
gray and color photos, expanding the number of primes in R
that is MATLAB software-programmed.

RSA cryptosystem
In 1977[4], Ron Rivest, Adi Shamir, and Leonard
Adleman created the RSA algorithm. RSA employs two
keys—public and private—because it is an asymmetric key
cipher. A reflection of a signal The decryption procedure
uses the private key, while the encryption process uses the
public key. Three major steps make up the RSA algorithm
[1]:
1. Key Generation: The first phase of the RSA algorithm is
key generation [5]. Since we already learned that the RSA
algorithm employs two keys, we must calculate both keys.
Four easy steps are involved in the key generation in RSA:
i. First, select two different prime numbers, p and g, and
then compute R =p xq.
ii. Second, is to find the Euler's function
o(R) =o(pg) = ¢(p) ¢ (9)=(p-1)(9-1)
iii. Third ,is to select e in such a way that
1<e> p(R) and GCD(e, ¢(R))=1 where

(e,R) is our public key
iv. Fourth, finding d in such a way that ed=1mod

o(R)where d is the secret key.
2. Encryption: By using the public key and the
formula, the sender encrypts the original text::

X: E(X) =Y= Xe (mod R)

Where X isplain text
3. Decryption :The receiver decrypts the cipher text
obtained through encryption using the private key and the
formula:

D(Y)=X= (Y)d (mod R)

Where Y is cipher text ..

following

Image Encryption using Modified RSA

In order to protect the privacy of the original image among
users, an image encryption technology transforms a
readable image into an image that is difficult to interpret. In
other words, no one could access the original image's
content without the decryption key. Every asymmetric
cryptosystem includes separate public and private keys for
each recipient. While the private key of RSA needs to be
kept a secret, the public key of RSA is used in the
encryption process and can be made public. The decryption
process uses the private key. By constructing the modulo R
of numerous unique large prime numbers and turning the
image into a matrix, this approach focuses on the
cryptosystem over images using MATLAB. The matrix is
then divided into 2 x 2, 4 x 4, 8 x 8, or n x m sub-blocks.
Then, for each and every sub block, we use modified RSA
encryption and decryption algorithms [7].

key-generation of RSA [2]:
-To create the expression

(R =p*q*f... *r),choose large prime
r).

- Determine ¢(R) = (p-1) *(g-1)*(f -1) *.* (r-1)
- Select (e) suchthat ( 1 <e < ¢(R))

- Find d such that (e*d = I1( mod ¢(R)))

-(e, R) as the public key

- Keep (d) as the secret key.

numbers(p, q, f,...,

Image Encryption

1: IRead the plain image into the appropriate  matrix
(call it w). w is plain image

2: Divide block w into a sub block (i * i) call it S,.
Sp is sub block of w

3: Reconstruct each sub block into a vector (1,1 *i )
and call it (u)

4: Determine C= u¢(mod R) (by computing element by

element)
5: Reconstruct each into sub block (i * i ) that is indicated
by Sc.

6: Construct the cipher image by assembling the sub
blocks Sc in such a way that each sub block Sc corresponds
to a subblockSp in the plain image.
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Image Decryption
1: Read the cipher image into the appropriate matrix

(call itcr2 )

2: Divide into sub block (i * i) call it Sci. 3:
Reconstruct each sub block into a vector (1,i*i )and call
it (up)

4: Apply the decryption algorithm Pgy= (u)® (mod R) over
uz(by computing element by element )

5: Reconstruct each Pgi to sub block (i * i) that is indicated
by Sd.

6: Construct the cipher image by assembling the Sq sub
blocks so that each Sq sub block is the corresponding sub
block to Sc; in the cipher image.

Histogram analysis

The image histogram is a graph that shows how many
pixels have an intensity value. The horizontal axis of the
graph represents intensity values, while the vertical axis of
the graph represents the number of pixels with that intensity
value. There will be three graphs for each color in a color
image. Image histogram analysis is a simple method for
determining the quality of an encryption algorithm. A good
encryption algorithm will produce an encrypted image with
a uniformly distributed histogram. Figure 1 [6] depicts
histograms of the original image and encrypted images
using the RSA algorithm. The histogram of an RSA
encrypted image is not evenly distributed.

PSNR

PSNR is the peak signal to noise ratio of an original
image compared to a compressed or reconstructed image. It
is a comparison of the two image quality. For two similar
images, the PSNR value will be very high, and vice versa.
Two identical images, for example, will have a PSNR value
of infinity, while two completely different images will have
a very low PSNR value. To calculate the PSNR, first
calculate the MSE (Mean Squared Error).
An image's MSE is defined as

MSE = anY[Il(x,y)_Iz(x,y)]Z (1)
XXy

X is the number of rows and y is the number of columns in

the two images.

PSNR of an image is defined as

PSNR = 10log;0(>) @)

Figure 2 is a flowchart that describes the process of
encryption and decryption
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Simulation Results

We used MATLAB software to digitize the image in this
paper. First, we obtain the image's corresponding matrix.
The corresponding matrix would then be encrypted using
the RSA cryptosystem's encryption algorithm and three
large prime numbers. The results show that the original
images (color and gray) can be easily encrypted and
decrypted with very good accuracy ,using MATLAB
because the decryption process of an image in MATLAB is
very smooth and the decrypted image looks exactly like the
original image without any noise. One important note is that
the image should be of the same dimension (n x n image) to
facilitate the partitioning of the corresponding matrix into
sub blocks.

This new approach proved to be far more secure than the
previously mentioned RSA cryptosystem. Furthermore, it
encrypts any grayscale or color image, resulting in an
unintelligible image. This new method has very high
accuracy standards when using the MATLAB program, as
shown below:

PSNR (for both colored and gray images) = co MSE (for
both colored and gray images) =0 RMSE (for both colored
and gray images) = 0

The following shows how applied this method on gray
and color images using MATLAB:

Gray Image Encryption Operation
1-Input the public key such as
(e, R=p.q.r) = (123, 1463).
2-Read the original image (See Figure 1).
3- Obtain the encrypted image (See Figure 2).

Gray Image Decryption Operation
1- Input the receiver's private key

(d, R) = (47, 1463).
2- Read the encrypted image (See Figure 2)
3- Obtain the decrypted image (See Figure 3)

Color Image Encryption Operation
1- Input the receiver's public key such as
(e, R=p.q.r) = ( 23, 1463).
2- Read the original image (See Figure 4).
3- Obtain the encrypted image (See Figure 5)

Color Image Decryption Operation
1- Input the receiver's private key

(d, R) = (47, 1463).
2- Read the encrypted image (See Figure 5)
3- Obtain the decrypted image (See Figure 6)

The following shows figures for images:

(@) (b) (©
Fig3. (a)Original color image (b) Encrypted color image (c)
Decrypted color image.

Fig4. (a)Original gray image (b) Encrypted gray image (c)
Decrypted gray image.

Conclusions

In this paper, modified RSA was used to
encrypt images, which is an asymmetric system
based on the number of primes used with the help
of the MATLAB program. Based on the obtained
results, it can be noted that the modified RSA
cryptosystem is a more secure encryption method.
In addition to security, no data is lost in the
decrypted images because the decrypted grayscale
or color image is identical to the corresponding
original image. Furthermore, the decryption is
more difficult due to the factorization of difficult-
to-factor prime numbers. A Modified Image
Encryption Method in the Modified RSA
Cryptosystem Key Anyone other than the creator,
who is the receiver, must factor R to n chosen
primes to find the private key, which is nearly
impossible. As a result of this , we now have a
new and secure strategy for encrypting any gray
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or color image using the modified RSA
cryptosystem programmed by MATLAB, and we
have the confidence to transmit these images over
any network, even if it is not very secure.
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